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ITocTpoenue 6ecripoBoaHbIX ceTel Eltex Enterprise
(ba3oBbIi YpOBeHB) V.1

JurenbHOCTB Kypca: 40 akazieMUueckrx yacos (5 JHeil)

LeneBas aynuropus:
- CucrtemMHble aIMUHUCTPATOPHI;
- ChenuanucTbl TEXHUYECKUX U UHKEHEPHBIX CITyXkO0;
- HMHxeHepsl CONPOBOXKIACHUSA U TEXHUYECKOU MOJAEPKKH.

TpeOoBaHus K y4aCTHUKAM:
- Hwmets npencrasienue o ctanaaprax, moaenu OSI u posi NpoTOKOJIOB;
- Tlonumanue 6a30BBIX MPUHIIMIIOB KOMMYTAIIUU U MapIIPyTH3AIUH;
- 3HaHuWe OCHOB nocTpoeHus cereit, mporokojoB TCP/IP u rexnonoruu Ethernet, Wi-Fi;
- 3HaHMe NOHATHI: KOMMyTaTOp, Mapupytuzarop, [P-agpec, MAC-anpec, macka noacetu, VLAN,
pexumbl Trunk n Access, nosns kaapoB Ethernet, nakancynsus, nenenne [P-cereii Ha moaceTw;
- 3HaHUWe NPUHIUIIOB pabOTH OCHOBHBIX MPOTOK0JI0B U cepBucoB (DHCP, NTP, Syslog);
- Ywmerts paborats ¢ CLI (6€3 npuBsA3KH K KOHKPETHOMY TTPOU3BOAUTEIIO).

Pe3yabTaTsl 00y4yeHus:

Ymers:

—IPOBOJUTH OIEHKY MPOU3BOAUTEIHLHOCTH CETEBBIX YCTPONCTB M MPOTPAMMHOT0 00ECTICUEeHNUS;

—HaCTpaWBaTh IapaMEeTPbl CETEBBIX YCTPOHCTB ¥ TPOTPAMMHOTO OOECIICUEHHUS COTJIACHO
TEXHOJIOTUYECKOH MOJIMTHKE OpraHU3aIlny;

—YUTATh U TIOHUMATh TEXHUYECKYIO JOKYMEHTAIIHMIO 110 U3y9aeMbIM TEXHOJOTHSIM;

- OTPEIeISITh MPOOJIEMBI B IPOIrPAMMHOM O0ECIICUCHNUH;

- 00HapYy)KUBATh aBAPUIHBIC COCTOSIHHSI U UCTIPABIIATH UX;

-4UTaTh JWArpaMMbl HAMPABICHHOCTH AaHTEHH M OCYIIECTBISATh BHIOOp 00OpYyIOBaHHS TPU
utaHupoBaHuu ceteid Wi-Fi;

—OCYIIECTBJIATh BBIOOp 00OpymoBaHus Juis TocTpoeHus cered Wi-Fi ¢ ucnosibp3oBaHueM
o0opymoBaHuUs DITEKC;

—-TPUMEHATh METOJbl TUTAHUPOBAHMSI, ONTUMU3AIMK W TIOMCKA HEHMCIIPABHOCTEH B OECIPOBOJHBIX
CeTsIX;

- OCYIIECTBIIATH MOJArOTOBKY pabodero mecra omneparopa Eltex EMS.

3HaTh:

—OCHOBHBIC ITPHHIUIIB YCTAHOBKH CETEBBIX YCTPOHCTB HH(POKOMMYHHUKAIIMOHHBIX CUCTEM;

—3TaIlbl MPOIECCOB KOHPUTYPUPOBAHUS CETEBBIX YCTPONCTB M MPOTPAMMHOTO OOSCTICUCHUS;

—TPUHIIMITBI aJMUHACTPUPOBAHUS TPOIIECCa KOHTPOJISI MPOU3BOJUTEIBHOCTH CETEBBIX YCTPOWCTB H
MIPOrPaMMHOTO 00ECTICUCHHS;

—TPUHIMITB  AIMHUHUCTPUPOBAHUS TIpOIIecCa YIPABICHHS OE30MaCHOCThIO CETEBBIX YCTPOWCTB H
MIPOTrPaMMHOT'0 00ECTICUCHHS;

—TIPUHIIMITEI TOMCKA U IMATHOCTUKH OIMTHOOK CETEBBIX YCTPOMCTB U MPOTPaMMHOT0 00ECIICUCHUS;

—TIPOTOKOJIBI U TEPMUHBI OECTIPOBOIHBIX ceTeit Wi-Fi;

—CTaHJapThl poyMuHTa B ceTsix Wi-Fi;
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—OCHOBHBIE METO/IbI IIU(PPOBON MOAYIISALINH.

Buapers:

—HaBbIKAMU HAaCTPOMKHM aKTHBHBIX CETEBBIX YCTPOWCTB M NMPHUHLUIIAMHU KOH(UIYpPUPOBaHUS cepBepa
DHCP;

—HaBbIKAMU HAcTpoiiku OecnpoBojHbIX cereil Wi-Fi cpennHero pasmepa ¢ HCHOJIb30BaHUEM
nporpaMMmHoOro kouTposuiepa Soft WLC npounsBoacTBa Dnrekc;

—HaBbIKAMU BOCCTAHOBJICHMsI IapaMeTpPOB MPOrPaMMHOIO0 OO0ECIIEYEeHHUs] CETEBBIX YCTPOMWCTB,
ycTpaHeHus: COOEB U OTKA30B CETEBBIX YCTPOICTB U OMEPALMOHHBIX CUCTEM.

YuebHO-TeMaTHUeCKHH T/IaH
«[Toctpoenue 6ecripoBoHbIX ceTel Eltex Enterprise (6a30Bbiii ypoBeHb) V. 1»

HaumeHoBaHmue Onucanue Bpemsa
Tema: 1. TeopeTnyeckye 0CHOBBI PaJJUOCBA3H. 4 yaca
Onucanmue: 1.1. Teopema lllenHoHa-XapT/iu. 3 gaca

1.2. 3oHa ®peHess.

1.3. Buzibl aHTeHH: HarpaB/ieHHbIe U BCeHallpaB/IeHHbIe.
1.4. [lnarpaMma HaripaB/ieHHOCTH aHTEHHBI.

1.5. KoadduimeHT ycuieHvst aHTeHHBI.

1.6. IllnprHa /1yya aHTEHHBI.

1.7. Texuonorusgs MIMO, OFDM.

1.8. OcHoBHBIe MeTO/bI IIM(POBOIA TAOYISALIH.

1.9. npekc moaysiLum U cxembl KogupoBanust MCS.

JlaGoparopHas: |1.1. OgHoxocToBast yctaHoBKa SoftWLC. 1 yac
HaumeHoBaHue Onucanue Bpems
Tema: 2. CtanjapTsl ¥ 0a3oBbie moHATHA Wi-Fi. 3,5
yaca
Onucanue: 2.1. Crangaptel IEEE 802.11. 2 qaca

2.2. YcrpoticTBa B 6eCTIpOBO/THOM CETH.
2.3. BSS, BSA, BSSID, SSID, ESS, Mesh, Ad hoc.
2.4. VIndpacTpyKTypHbIil pexxuM 1 WDS.

JlabopaTopHas: |2.1.TloaroroBka pabouero mecta oneparopa Eltex EMS. 1,5 vaca

HaumenoBaHue Onucanue Bpems
Tema: 3. ®opmar u Tunsl KapoB Wi-Fi. 5 yacos
Onucanmue: 3.1. ®opwmatsl Kazapos IEEE 802.11-2020. 2 qaca

3.2. ®opmMart U 3HaueHue noJei 3aronoska kazpa PVO IEEE 802.11-2020.
3.3. 3Hauenusi cybmosiedt mons Frame Control 3aronoBka kazpa 802.11,
ToJiel 3arojioBka Kazpa 802.11.

3.4. ®parmenranus B 802.11.

3.5. AfpecHsble 101.
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3.6. [1epegaua kazpa.
3.7. icnonib30BaHuMe MoJier ajpecarym.
3.8. YnipaBnenue gocrynom. Metong CSMA/CA. Ynpasnstoiye Kagpel RTS
u CTS.
3.9. Kagpei-masiku (Beacon frame).
JlaGoparopHas: |3.1. Hactpoiika DHCP-cepBepa. 3 yaca
3.2. YnpoireHHasi Hactpoiika DHCP-cepBepa a5 nepeiauu 43-i1 OILIUU.
HaumenoBaHue Onucanue Bpems
Tema: 4. AropuT™MBI 0€30MaCHOCTH. 2,5
yaca
Onucanue: 4.1. besonacHoctb Wi-Fi. 1 yac
JlabopaTopHas: |4.1. [IpaBu/a NpUBSA3KY U MHULIMAIM3AIMs Touek Aoctyma B Eltex EMS. 1,5 vaca
HaumenoBaHue Onucanue Bpems
Tema: 5. Poymusnr B cersix Wi-Fi. 3,5
yaca
Onucanue: 5.1. ITonatue poymuHra. 2 yaca
5.2. Crangaptsl IEEE 802.11k, 802.11v, 802.11r.
5.3. Pexxum ayTeHTHUKALIVH.
5.4. TIporjecc ayrentTudukarmu WPA2-PSK.
5.5. Ipouecc ayrentudukanmu 802.1x — coryiacoBanue kiroua mexay STA
u WLC, STA u AP, SoftWLC.
5.6. Crangapr 802.11r.
5.7. ATpecCMBHOCTb POYMHHTA.
5.8. Crangapr IEEE 802.11k, 802.11v.
5.9. IToaeps>kka CTaHAAPTOB OBLICTPOrO pOYMUHTA.
Jla6opatopHas: |5.1. Hacrpoiika SSID c WPA-Personal aBropu3sarmetii B Eltex EMS. 1,5 yaca
HaumeHoBaHue Onucanue Bpems
Tema: 6. OcHOBBI pajUoOI/IAHUPOBAHMS. 3 yaca
Onucanue: 6.1. /lnana3oHbl KaHa/IOB. 1,5 gaca
6.2. Bbibop KaHa/IOB COCE/ICTBYIOIIMX TOUEK JOCTYTIA.
6.3. CxeMmbl pacrpeziesieH!s1 KaHa/I0B.
JlaGoparopHas: |6.1. Hactpoiika AirTune. 1,5 yaca
HaumeHoBaHue Omnucanue Bpemsa
Tema: 7. O030p MUHEeHKHU OecipoBoAHOr0 000pyoBanus Eltex. 7 yacosB
Onucanue: 7.1. BecipoBogHble TexHosoruu Eltex Soft WLC. 3 yaca
7.1.1. OcHoBHBIe Bo3MOXXHOCTU SOftWLC.
7.1.2. Cxema SoftWLC.
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7.1.3. KommnioHeHTsl Soft WLC.
7.2. Mopynu SoftWLC.

7.2.1. MopynbHasi ctpykTypa SoftWLC.

7.2.2. Mopynb APB, Eltex Portal.

7.2.3. KOHCTpPYKTOp MOPTAasIoB.

7.2.4. Mopaynu u CepBUCHI, HeOOXOAUMBIe /i1 PAOOTHI.
7.3. UnTepdeiic EMS.

7.3.1. O6wmii Buz,

7.3.2. Monutopunr T/I.

7.3.3. Kondurypuposanue T/I.

7.3.4. Menr. AgmunrctpupoBanue B GUI EMS.

7.3.5. MeHto yrnipasnenuss RADIUS.

7.3.6. MeHnto yripaBneHusi Wireless.

7.3.7. MeHemkep 11ab/I0HOB KOH(UTypaLIWH.
7.4. luTepdeiic TMUHOTO KabWHeTa.

7.4.1. Ob1ie HaCTPOUKH.

7.4.2. CraTuCTHKA.

7.4.3. Pabota B imuHOM KabuHeTe.
7.5. KOHCTPYKTOp TOpTasios.

7.5.1. Ha3zHaueHHe U (pyHKLIMU.

7.5.2. OCHOBHBIE NTapaMeTphbl U UX 3HaU€HUe.

7.5.3. O61ue mapamMeTpbl HACTPOMKH TOPTasa.
7.6. JIunien3upoBanue Soft WLC

JlaGoparopnas: |7.1. Hactpoiika SSID c WPA-Enterprise aBTopu3sareii B Eltex EMS. 4 yaca
7.2. Hactpotika SSID c nopTtanbHOM aBTOpH3aLivei.

HaumeHoBaHue Onucanue Bpemsa

Tema: 8. Cxembl nnTerpanum Soft WLC Ha ceTu npejnpHuaTHs. 4 yaca

Onucanue: 8.1. Cxewmbr L2/L.3-cBA3HOCTH. 2 yaca

JlabopaTopHas: |8.1. Hactpoiika cxembl L.2-CBA3HOCTH. 2 4aca

HaumenoBaHue Onucanne Bpems

Tema: 9. becripoBo/HbIe pellIeHus. 3 yaca

Onucanue: 9.1. O630p 1 XapakTepUCTUKH OeCrpoBOJHOTO 0060pPY/JOBaHMSI. 1 yac
9.1.1. becripoBOiHBIE TOUKM AOCTYTIA.
9.1.2. [IporpammHsbIii KoHTposep SoftWLC.
9.1.3. AirTune.
9.1.4. 3auTa u nipegoTBpaieHue atrak (WIDS/WIPS).
9.1.5. Kontpoanep WLC.
9.1.6. Pewenus BIMII/I.
9.2. Enterprise Wi-Fi.
9.2.1. PelieHust BHYTpU 3/aHUS.
9.2.2. OCHOBHBI€ 3/IeMEeHTHI.
9.2.3. IlopTanbHas aBTOpU3aLUAL.
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9.3. FBWA.
9.3.1. Cxemsl UCII0/Ib30BaHUs. DJIeMEHTHI.
JlabopaTopHas: |9.1. Hactpoiika cxembl L.3-CBA3HOCTH. 2 yaca
HaumeHnoBaHue Onucanue Bpems
Tema: 10. YcrpaHeHue Heno/1aJ0K IIPH Pa3BepTHIBAHUHU 0eCIIPOBO/JHOM CeTH 3 yaca
Eltex.
Onucanue: 10.1. [Toaxop K MOUCKY U yCTPpaHEHUIO HEUCTIPaBHOCTeW TpU 1 gaca
pa3BepThiBaHuU ceTd Wi-Fi Ha 6a3e obopygoBanus Eltex.
Jla6oparopnas: |10.1. [Touck u ycTpaHeHHe HEMCIIPABHOCTeM B OeCITPOBO/IHOM CETH. 2 yaca

IIpoMe)xyTouHbIe U UTOroBbIe hopMbI aTTecTanuu: 1,5 yaca

B pamkax naHHOro Kypca npefocTaBisieTcsl OJHa IMONbITKA MPOXOXKIACHHS CEPTUPUKALMOHHOTO UCTIBITAaHUS,
KOTOpast MOKET OBITh MCIIOJIb30BaHa B JICHb 3aBEPILEHUs Kypca.

B cniydae HeymauHOTO 3aBEpIIICHUSI MOKHO 00pAaTUTHCS B KOMMEPUECKUN OTIET I MPUOOpETEeHUS TIIaTHOM
JIOTIOJIHATEIbHON MOTIBITKH.

[1naTHOM MOMBITKOW MOKHO BOCTIONIB30BAaThCsl B TeUeHHE 21 KaleHAapHOro JIHS MOCIe 3aBEpILeHUs
o0y4eHusl.
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